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Introduction 
 

This policy consists of three parts 

 

 General statement 

 Email Statement 

 Internet Statement 

 

General Statement 
 

 The policy works two ways. The CREST office will keep hardware and software 

upgraded to a reasonable standard, subject to financial and other constraints, 

together with access to relevant training in the full expectation that 

employees exercise a duty of care – that is, essentially, to act reasonably; to 

report any concerns to the manager; and to realize that nothing on the 

system is secure or secret 

 To maximize the benefits of its computer resources and minimize potential 

liabilities, it is important that the CREST office employees and other users 

linked into the office system adhere to a policy. Employees using computers, 

laptops and desk computers provided by CREST, must use these resources 

responsibly 

 Employees are given access to the computer network to assist them in 

performing their job. They should not have an expectation of privacy in 

anything they create, or receive on the computer system. No computer 

system can guarantee total security and privacy. Additionally, CREST reserves 

the right to review any material 

 

The following activities are strictly prohibited: 

 

 Prohibited material: send or receive material that is sexually explicit, profane, 

obscene, harassing, fraudulent, racially offensive, defamatory, or contrary to 

the law 

 Store or send commercial advertisements, solicitations, promotions, 

destructive programs e.g. viruses, or political information 

 Wasting computer resources by, among other things, sending mass mailings 

or chain letters, spending excessive amounts of time on the Internet, playing 

games during working hours, engaging in online chat groups, printing 

multiple copies of personal documents, or otherwise creating unnecessary 

network traffic 

 Using or copying software in violation of a license agreement or copyright 



 Amendments and revisions. This policy may be amended or revised from time 

to time as the need arises. Employees will be provided with copies of all 

amendments and revisions 

 Violations of this policy will be taken seriously and may result in disciplinary 

action, including disconnection from the email/Internet system and in serious 

or repeated cases, possible termination of employment 

 Further, more detailed, information is contained in the following policy 

statement  

 

E-mail Statement 
 

 Email provides an excellent means of communicating with other employees 

and other external contacts. There are many benefits especially in economy of 

time and effort but, common sense and good judgment must be used. To 

maximize the benefits and minimize potential liabilities CREST has agreed the 

following policy and guidelines 

 Employee’s duty of care: Use the same care in drafting email and other 

electronic documents as you would for any other written communication 

 Think before preparing or sending a message. Apply a test – “would I want a 

judge or jury to see this message?” 

 Data Protection implications: There are Data Protection implications in the 

electronic transfer of information and files containing personal information. 

Email is governed by the Data Protection Act in exactly the same way as other 

computer files 

 Inappropriate material: material that is fraudulent, harassing, embarrassing, 

sexually explicit, profane, obscene, intimidating, defamatory, or otherwise 

unlawful or inappropriate may not be sent by email 

 Do not forward or initiate chain email 

 Duty not to waste computer resources: avoid those activities which utilize a lot 

of time or a lot of computer memory, see large file transfers below 

 Large file transfers and email attachments: these can take a considerable time 

to process 

 Altering attribution information:  employees must not alter the “From” line or 

other attribution-of-origin information. Anonymous or pseudo-anonymous 

electronic communications are forbidden. Employees must identify 

themselves openly when communication by email 

 No expectation of privacy and no privacy in communications:  No computer 

system can guarantee total security and privacy. You should never consider 

your electronic communications to be either private or secure. Email may be 

stored indefinitely on any number of computers, including that of the 

recipient 

 Expectation of a reply:  Email is a speedy means of communication and there is 

an expectation by the sender of a prompt reply 

 Monitoring of computer usage: CREST reserves the right to monitor any 

aspects of its computer system 

 Virus detection: Files obtained from sources outside, including disks brought 

from home and downloaded files, however reputable the source may seem, 



may contain dangerous computer viruses that could damage the computer 

network. All such material MUST be first scanned with CREST approved virus 

checking software. If an employee suspects that a virus has been 

introduced onto the network, notify the manager immediately 

 Use of encryption software:  Employees may not install or use encryption 

software on any computer 

 Email disclaimer footers: Employees may on occasion, receive email with 

disclaimer footers attached. It is not the policy to add a standard disclaimer of 

this type to CREST emails 

 

Internet Statement  
 

 In addition to email, certain employees may be provided with access to the 

Web pages on the internet at assist them in performing their duties. The Web 

can be a valuable source of information and research, but there are certain 

guidelines and policies that heave to be followed 

 Disclaimer of liability for use of Internet:  CREST is not responsible for material 

viewed or downloaded by users from the Internet. Users are cautioned that 

many of these pages include offensive and inappropriate material 

 Accessing inappropriate Internet sites:  Employees have a duty to conduct 

themselves whilst at work in a manner that is appropriate to the culture, aims 

and objectives of CREST. Visiting web sites leaves a train that the site owners 

can trace back to the originator and the resulting publicity from visits to 

inappropriate sites could be highly embarrassing for CREST and the service as 

a whole. Such activities are likely to be considered as gross misconduct. There 

may be occasions when some employees may, in the course of their work for 

CREST, require to access otherwise undesirable web sites. In such cases, 

employees involved must clear this in advance with, in the first instance the 

manager and also inform the IT Officer prior to accessing these sites 

 Games and entertainment software:  Employees may not use the Internet 

connection to download games or other entertainment software, including 

screen savers, or to play games over the Internet 

 Illegal copying:  Employees are responsible for complying with copyright law 

and applicable licenses that may apply to software, files, graphics, documents, 

messages and other material you may wish to download or copy. You may 

not agree to a license or download any material for which a registration fee is 

charged 

 

Based on the National Internet Policy but adapted for use by CREST 


